Keywords: Software-as-a-service, cloud computing, software architecture, platform-as-a-service, infrastructure -as-a-service, private cloud, public cloud, community cloud, hybrid cloud.
Usability refers to the requirement that the utility is easy and convenient to use -regardless of the complexity of the underlying infrastructure. Scalability refers to the fact that the utility has sufficient capacity to allow the users to experience the benefits of an expandable utility that provides economy of scale. (Rappa 2004) Certainly, modern Internet facilities for search operations that engage thousands of servers satisfy these characteristics, and one would expect cloud services to do the same. (Katzan 2009 ) Cloud computing is different from a conventional utility because it deals with information and computers that may contain sensitive information leading to considerations of security and privacy.
CLOUD ARCHITECTURE
A cloud architecture is a collection of three categories of information resources for achieving business agility, availability, collaboration, and elasticity in the deployment and use of cloud services that include software, information, and a cloud infrastructure. The software category includes system software, application software, infrastructure software, and accessibility software. The information category refers to large collections of data and the requisite database and management facilities needed for efficient and secure storage utilization. The category of cloud infrastructure includes compute 3 resources, network facilities, and the fabric for scalable consumer operations. We are going to adopt an ontological formulation for the description of a cloud framework that necessarily includes three classes of information: terminology, architectural requirements, and a reference model. 
Ontology
Ontology is a specification of "what is." In philosophy, use of the term reflects the study of being (or existence) and describes and delineates a collection of basic categories, and also defines the entities and classes of elements within a category. In service science, ontology is a specification of a conceptualization used to enable knowledge sharing. Since ontology concerns existence, an ontological definition of a subject -perhaps a service category -reflects a materialization of a concept obtained through a shared reality. We are going to adopt Gruber's definition of ontology, as "a set of representational primitives with which to model a domain of knowledge or discourse." (Gruber 2008 ) Most forms of ontology are expressed in an ontology language and share structural similarities, such as individuals, classes, attributes, relations, function, restrictions, rules, axioms, and events. (Sowa 2000) The components determine whether a specific ontology is a domain ontology or an upper ontology. In a domain ontology, a specific type would be relevant to a particular category, such as in a consumer or business cloud category. In an upper ontology, a type would be applicable to all ontologies in the universe of discourse. In the cloud ontology, presented in the following sections, we are going to be developing an upper ontology for cloud services.
Cloud Characteristics
In a cloud environment, the essential cloud characteristics fall in the former category. The NIST lists the characteristics as: (Mell 2009a) On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server time and network storage, automatically without requiring human interaction with a service's provider.
Broad network access. Capabilities are available over the network that are accessed through standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones, laptops, and PDAs).
Resource pooling. The provider's computing resources are pooled to serve multiple consumers using a multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned according to consumer demand. There is a sense of location independence in that the customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include storage, processing, memory, network bandwidth, and virtual machines.
Rapid elasticity. Capabilities can be rapidly and elastically provisioned, in some cases automatically, to quickly scale out and to rapidly be released to quickly scale in. To the consumer, the capabilities available for service provisioning appear to be unlimited and can be obtained in any quantity at any time.
Measured Service. Cloud systems automatically control and optimize resource use by leveraging a metering capability at some level of abstraction appropriate to the type of service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and reported providing transparency for both the provider and consumer of the utility service.
The essential characteristics are more than a description of an "application layer." (Youseff 2009 ) The characteristics give a salient set of reasons why a consumer would want to move to the cloud.
CLOUD SERVICE PROVISIONING
The salient features of the cloud computing business model are summarized as follows:

The ownership of the software is transferred to the cloud service provider. 
The responsibility for hardware, application software, storage facilities, and professional services resides with the provider.  Systems software is available from a trusted vendor for supporting cloud services.  Data centers are available for sustaining the operational structure and for supporting the requisite fabric needed to utilize server farms.
Accordingly, the business model provides the economy of scale needed to target the long tail by providers and reduces up-front and operational costs for the client.
Cloud Application Architecture
A cloud application architecture includes a continuum of service levels, based on the capability of handling multiple clients and software configurations. Two levels are identified here. The number of levels in any specific operational environment is based on the cloud platform and its characteristics.
Level One. At the first level, the server hosts a separate instance of the software for each customer, but the instance is a configurable version of the same code base, reducing maintenance costs and contributing to reduced software costs. This instance is known as single tenant software.
Level Two. At the second level, all of the customers within an application client domain address a single instance of an application running on a server. Each client/instance is totally independent of other client/instances running on the same server. Authentication and authorization security policies insure the separation of user data. This instance is known as multiple tenant software.
The choice among architectural levels is determined by the provider/client's business, architectural, and operational requirements.
Cloud Platforms
A cloud platform is an operating system that runs in the cloud and supports the software-as-a service concept. A cloud platform resides in a cloud data center and exists as a powerful computing facility, a storage system, an advanced operating system, support software, and the necessary fabric to sustain a server farm and scale up to support millions of Internet clients. A cloud platform is as much about operating in the cloud, as it is about developing applications for the cloud. A cloud platform provides the facility for an application developer to create applications that run in the cloud; and, in so doing, the application developer uses services that are available from the cloud. Cloud platforms are a lot like enterprise-level platforms, except that they are designed to scale up to Internet-level operations supporting millions of clients.
A cloud platform can be conceptualized as being comprised of three complementary groups of services: foundations, infrastructure services, and application services. The foundation refers to the operating system, storage system, file system, and database system. Infrastructure services include authorization/authentication/security facilities, integration between infrastructure and application services, and online storage facilities. Application services refer to ordinary business services that expose "functional" services as SOA components. Cloud platforms are a lot like enterprise-level platforms, except that they are designed to scale up to support Internet-level operations.
Service Models
The cloud service models give an ontological view of what a cloud service is. A cloud service system is a set of elements that facilitate the development of cloud applications. (Youseff op cit.) Here is a description of the three layers in the NIST service model description: (Mel op cit.)
Cloud Software as a Service (SaaS).
The capability provided to the consumer is the use of the provider's applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser (e.g., web-based email). The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application capabilities, with the possible exception of limited user-specific application configuration settings.
Cloud Platform as a Service (PaaS).
The capability provided to the consumer is that of deploying onto the cloud infrastructure consumer-created or acquired applications developed through the use of programming languages and tools supported by the provider. The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting environment configurations.
Cloud Infrastructure as a Service (IaaS).
The capability provided to the consumer is the capability of provisioning processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications. The consumer does not manage or control the underlying cloud infrastructure but has control over the operating system, storage, and deployed applications, as well as limited control over selected networking components (e.g., host firewalls).
The three service model elements should be deployed in a cloud environment with the essential characteristics in order to achieve a desired cloud state. Figure 1 gives an idea of how the service models are interrelated.
Service Deployment Models
The essential elements of a cloud service system are given above. In order to develop enterprise-wide applications, a domain ontological viewpoint has to be assumed with deployment models from the following list: (Mel op cit.)
Private cloud. The cloud infrastructure is operated solely for an organization. It can be managed by the organization or a third party and may exist on-premises or off-premises.
Community cloud. The cloud infrastructure is shared by several organizations and supports a specific operational community that has shared concerns (e.g., mission, security requirements, policy, and compliance considerations). It may be managed by an organizations or a third party and may exist on-premises or off-premises.
Public cloud. The cloud infrastructure is made available to the general public or a large industry group and is owned by an organization providing the cloud service.
Hybrid cloud. The cloud infrastructure is a composition of two or more clouds (private, community, or public) that remain unique entities but are bound together by standardized or proprietary technology that enables data and application portability (e.g., cloud bursting for load-balancing between clouds).
Most cloud software service application domains will be synthesized from a combination of the deployment models. 
PRIVACY AND SECURITY
Many examples of cloud computing conveniently characterize it as analogous to the electric utility. Historically, the private generators of the twentieth century were replaced by the electricity grids of today. Although similar in some respects, cloud computing is different in one important way. The cloud will typically handle information about which privacy and security are of paramount concern. The key issues therein are identity, accountability, and privacy. The side issues are identity attributes (such as age, gender, and race), accountability (for the security of online activity), and anonymity (in order to protect free speech). The key consideration may turn out to be a matter of control. From an organizational perspective, control over information should remain with the end user. From a personal perspective, the person should have the wherewithal to control his or her identity as well as the release of identity attributes. Who owns the data? Is it the person about whom the data pertains? Is it the organization that prototypically stores its data? Or, is it the cloud provider that physically controls and stores the data somewhere out in cyberspace? As an example, is your financial information (as personal data) your property or is it your bank's business property? They are not rhetorical questions, but issues that must be resolved before moving to a cloud operational environment.
